Cac bién phap dam bdo an toan thong tin khi sir dung mang khong day

Hién nay, mang khong day tré nén rat phd bién va thu hat nhidu ngudi su
dung. Viéc sir dung mang khong diy don gian va tién loi tuy nhién nguy co mét
an toan thong tin lai rat cao. D& dam bao an toan khi str dung mang khong day,
ngudi dung can thuc hién mot sé bién phéap sau:

Str dung mang riéng ao

Tao ra mang riéng 4o (VNP) (mang riéng 4o 1a mot mang danh riéng dé
két nbi cac may tinh lai v6i nhau thong qua mang Internet cong cong. Nhiing
may tinh tham gia mang riéng a0 s& "nhin thay nhau" nhu trong mot mang néi
bo - LAN. Day la mot trong nhiing cach t6t nhat dé giir cho phién duyét web
ludn an toan). Khi str dung VPN dé truy cap internet, no sé ty dong thiét 1ap mot
két n01 mang duya trén chinh nén tang mang khong day duoc ma hoa cac goi tin
truyen di va nhan vé, dong thoi chuyén hudng truy cap giup nguoi dung a an danh
dé dang trén mang internet. Tuy nhién, chinh vi yéu t6 bao mat cao ndy ma
VPN sé& 1am suy giam mot phan toc do mang.

Thay d6i mat khau quan tri

Cac wifi thuong dugc dat mat khau quan tri mac dinh. Pé dam bao an
toan, can thay d6i mat khau mic dinh, nén dé mat khau tir 8 ky tu tro nén va co
cac ky tu phue tap nhu #, $, &..., han ché su dung cac chudi dé doan duoc nhu
ngay sinh, so chirng minh nhéan dan sO dién thoai. .

Than trong khi chia sé dir liéu

Néu viéc chia sé tép tin khong can thlet thi nén tat chirc nang chia sé dir
liéu trén méy tinh. Khong nén chia sé toan bd 6 cing, néu can chia sé tép tin thi
nén tao ra mot thu muc danh riéng cho viéc chia sé va chuyén nhiing tép tin can
chia sé ti thu muc d6. Sir dung mat khau dé bao vé tép tin can chia s, nén st
dung mat khau két hop cac ky tu phirc tap (#, $, &...).

Cép nhit thuong xuyén phin mém, ban va 16i cho wifi

Cac nha san xuat thuong cong bo cac ban va, bd sung cho phan mém trén wifi.
Nguoi st dung nén thuong xuyén kiém tra ban va, bo sung trén website ciia nha
san xuat.

Bio mat mang khong day ¢ nha

Khi str dung cac thiét bi khong day & nha, néu khong bao mat cac thiét bi
d6 thi c6 thé bi loi dung dé truy cap Internet, tham chi cac hoat dong cua nguoi
dung trén mang c6 thé bi theo ddi, cac tép tin trén may tinh co thé bi truy cap
trai phép... Hay thuc hién theo cac budc dudi ddy dé dam bao mang duoc an
toan: Thay d6i ID mic dinh cta wifi; thay d6i mat khau mac dinh caa hé théng;
tit tinh ning “quang ba wifi”; ma hoa thong tin trao ddi; s dung tudng lira



dugc xay dung san trong wifi dé ngan chan truy nhap trai phép; cap nhat phan
mém thudng xuyén cho h¢ thong.

Bio mit mang khong diy ¢ nhirng noi cong cong

Khi truy cdp mang khong day & cac noi cong cong nhu quan café, san
bay, si€u thi... c6 thé tién lgi nhung lai khong an toan. Hay lam theo cac budc
dudi day khi truy cap khong day tai nhiing noi cong cdng nhu: St dung mang
4o néu co thé; tranh trao doi cac thong tin nhay cdm; ma hoda cac tép tin...

Trén day la nhitng bién phap dam bdo an toan thong tin khi str dung mang

khong day, nguoi dung co thé tham khao dé tranh nhimg thiét hai do mat an
toan thong tin gay ra./.



